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Agenda

• Introduction and Overview
• Tasks
• Methodology
• Lessons Learned



Introduction

Mission of ARL SLAD
White Sands Missile Range, NM

Provide survivability, lethality and vulnerability analysis and 
evaluation support over the entire life cycle of major Army 
systems; and help acquire systems that will survive and be 

lethal in all environments against the full spectrum of battlefield 
threats.

My purpose at ARL
To aid in the development of tools for use in the Information 
Assurance Network Assessment (IANA), in order to help active 

units prepare for information warfare threats.
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Albuquerque
Sandia National Laboratories
Kirtland Air Force Base
Defense Threat Reduction Agency (DTRA)
Air Force Research Laboratory (AFRL)
Air Force Operational Test & Evaluation Center (AFOTEC)
National College of Albuquerque
Southern Illinois University
University of New Mexico
Webster University

El Paso
Boeing Aircraft
University of Texas at El Paso
El Paso Community College
Texas A & M University
Texas Tech University

Santa Fe
The College of Santa Fe
Southwestern College
St. John's College

Las Vegas
New Mexico Highlands University

Soccorro
Very Large Array (VLA) Radio Telescopes
New Mexico Institute of Mining & Technology
Energetic Materials Research and Testing Center (EMRTC)

Portales
Eastern New Mexico University

Silver City
Western New Mexico University

Los Alamos
Los Alamos National Laboratory

White Sands Missile Range (WSMR)
Army Research Laboratory    
TRADOC Analysis Center
Army Test and Evaluation Command
Naval Air Warfare Center Weapons Division (NAWCWD)
Center for Countermeasures (CCM)
High Energy Laser Systems Test Facility (HELSTF)
Troy State University

Las Cruces
New Mexico State University
Physical Science Laboratory
National Aeronautics and Space Administration
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ARL Survivability/Lethality Analysis Directorate (SLAD) 
Organization & 
Technical Areas of Focus

Introduction
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Tasks

- Collect information on non-operational exploits 
in order to determine if they can be used in 
the IANA

- Download exploits of interest to ARL/SLAD 
and identify which could be used for IANA

- Catalogue exploit information previously 
gathered

- Compile exploit code 



Methodology

What I did at WSMR 

CDT Johnston 
(kinda)

Information Security Community

SSARTS db

Yahoo, Google, hacker sites
CERT sites, vendor sites

Exploit information 
and source code

Code development
modify, compile, and test



Methodology-Recon



Methodology-Recon



Methodology-the End Result



Lessons Learned

• Increased knowledge of information security 
threats

• Familiarization with Perl , Python, and C
• Increased understanding of networking and 

network vulnerabilities.



Thanks and Appreciation

• I would like to thank Nora 
Christianson and ARL SLAD for 
allowing me the opportunity to 
participate in this AIAD.



Questions
Contact Information

Catherine.johnston@usma.edu
CFShinigami@aol.com
Cell : 864-617-9570

P.O. Box 1731
West Point, NY 10997

mailto:Catherine.johnston@usma.edu
mailto:CFShinigami@aol.com
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• Ms. Nora Christianson 
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