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Mission of ARL SLAD

White Sands Missile Range, NM

Provide survivabllity, lethality and vulnerability analysis and
evaluation support over the entire life cycle of major Army
systems; and help acquire systems that will survive and be

lethal in all environments against the full spectrum of battlefield

threats. :

My purpose at ARL

To aid in the development of tools for use in the Information
Assurance Network Assessment (IANA), in order to help active
units prepare for information warfare threats.
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Tasks

- Collect information on non-operational exploits
In order to determine If they can be used In
the IANA

- Download exploits of interest to ARL/SLAD
and identify which could be used {o] IANA

- Catalogue exploit information prewously
gathered

- Compile exploit code
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Methodology-the End Result

SSARTS - 5LAD's Security An al Y

Search Criteria

(@ Exploits

Remote [ | Local
Attack Platform | Linux(x86)

Victim Platform | Cisco

-alinux(x86) vCisco -e -r

Result Set
Name Attack OS

cisco_brute Linux/Redhat(x86)
cisco-dos Linux/Redhati ]

Cisco jos Linux/Redhatix86)

Victim OS5
Cisco 105
Cisco 105

Cisco 105

and Reporting Tool

Senvice

Cisco 105
Cisco 105

Cisco 105

Type
remote
remote
remote

Exploit Info

LAUNCH BROWSE
LAUNCH BROWSE
LAUNCH BROWSE




| essons Learned

* Increased knowledge of information security
threats

« Familiarization with Perl , Python, and C

* Increased understanding of networking and
network vulnerabilities.



Thanks and Appreciation

| would like to thank Nora
Christianson and ARL SLAD for
allowing me the opportunity to
participate in this AIAD.
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Catherine.johnston@usma.edu
CEShinigami@aol.com
Cell : 864-617-9570

P.O.Box 1731
West Point, NY 10997
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