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ABSTRACT:

The Army Research Lab Center for Intrusion Monitoring Protection (CIMP)
maintains long-term repositories of network data activity collected from monitored sites.
Until recently, this historical data was used mainly for the verification of past cyber
events and incidents, and occasionally as forensics evidence.

The CIMP now leverages these data stores by extracting relevant patterns through
the use of fundamental data mining techniques. Knowledge derived from the mining
process are in turn used to make filtering decisions to reduce redundant data produced by
various analysis products such as the network traffic capture program and the network
flow reporting tool.
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