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Bottom Line

More than four years after 9/11, American citizens are still not safe from terrorist attacks on the homeland because the government at the federal, state, and local levels has failed to create a truly national plan for prevention and response.  Terrorist attacks are localized incidents of illegal behavior; as such, local law enforcement authorities should assume the lead in addressing these problems.  However, these authorities are disconnected with their state and federal counterparts, who share considerable responsibility in these matters as well.  Correcting these inadequacies will require local authorities to push information and requests upward to state and federal officials, while demanding federal agencies likewise disseminate information and resources.  Meanwhile, organizations at every level must communicate with their counterparts in separate agencies around the country.   Though relatively easy to diagnosis, the problems of our nation’s homeland security efforts are far more difficult to solve.  Yet, the beginnings of these solutions will emerge when the United States internalizes the threat and truly nationalizes the effort to develop plans for prevention and response.  To do so, we must create a formal institution to collect, integrate, analyze, and distribute the lessons learned by public and private security forces across the country.
The Failure to Cooperate

Pushing Information and Requests Upward.  If police authorities are to assume the lead concerning the terrorist threat, then the responsibility of preventing, detecting, and responding to that threat becomes primarily a local concern.  As such, local officials must collect, analyze, and report intelligence matters to their counterparts at the state level.  Organizations such as the Boston Regional Intelligence Center (BRIC) should assume the former role, while the Massachusetts State Fusion Center should assume the latter.  Though these organizations do exist and currently share information, there existence alone is not enough.  Officials at the BRIC do not possess the capability to appropriately analyze regional security issues.  Moreover, because their concerns focus upon traditional domestic issues, such capability is not likely to emerge; the probability of a terrorist attack is not great enough to distract their energy or resources.  Thus, the transmission of information meant to detect and deter such an attack never occurs because local officials do not look for it.  This problem exists in the appropriation of resources as well.  Consider the BRIC itself, for instance.  Its name suggests a comprehensive regional effort to collect intelligence.  However, only Boston contributes resources; the nearby localities offer nothing more than one or two personnel.  In this case, Boston’s request for homeland security resources was really just a request for resources, with homeland security conveniently in the title to ensure appropriation.
Disseminating Information and Resources Downward.  Local governments need information and resources from the state and local officials as well.  The National Incident Management System (NIMS) and National Response Plan (NRP) are both concerted efforts to provide such information and planning mechanisms.  Unfortunately, NIMS provides nothing more than architecture, while the NRP cannot yet be applied because its concepts are unknown or untrained.  To appropriately construct NIMS across the country, states and localities must understand what the feds require of them.  Foremost, local officials must learn about the nature of the threat and for what to look.  More practically, they also need a prioritized list of what a town or city of their size with similar infrastructure will require to comply with federal guidelines.  They will need access to specific training and methods to conduct practical exercises.  Furthermore, localities will require oversight and methods to evaluate their training and execution of practical exercises.  This simply is not happening; and where it is, it is ad hoc.
Interagency Coordination.  Coordination such as that called for above must first come from the local level.  The Boston Emergency Management Agency (BEMA) is the first line of such coordination.  Unfortunately, analogous to NIMS, it is only the architecture for emergency management.  Its facility, packed with work stations and overhead projectors, has poor practical information technology integration—it had no redundancy in its server capability and limited ability to provide safety or power in the event of an actual crisis.  Furthermore, according to its director, the center had neither an effective call back procedure nor a back up in case of the need to relocate.  BEMA must more than a facility in which to conduct coordinated operations, however.  It must also actively coordinate plans for emergency management.  Though such efforts will likely be met with staunch resistance, it should seek to pool the community’s resources to enhance efforts and limit overlapping capabilities, especially as they pertain to training schools and special operations.  Considering four separate agencies monitor and respond to waterborne incidents in the harbor, the necessary coordination efforts are obviously not being made.  BEMA must also collaborate with the private sector, as well.  While the local Department of Homeland Security (DHS) organization bridged this gap—to what level of effectiveness is uncertain—BEMA must do the same.
Creating a Center for Homeland Security Lessons Learned
Developing a Center for Lessons Learned.  Despite the best of efforts to develop a single, synchronized prevention, detection, and response plan, a truly comprehensive and meaningful one may be impossible to construct.  Besides, who would create such a plan?  Certainly not DHS; for that matter, not even the Department of Defense (DOD) possesses such capability.  Even if it did, the plan must be national, not federal.  Yet, from the DOD, specifically the Army, a model of information collection, integration, analysis, and distribution does exist: the Center for Army Lessons Learned (CALL).  Though not a perfect model, CALL does provide a framework upon which a formal DHS institution could similarly consolidate lessons learned from security operations across the country.  Consider, for instance, the wealth of information such an institution would have collected at the Democratic National Convention held in Boston last year.  Rather than relying upon informal after action reviews or occasional requests for parceled information, a DHS Center for Lessons Learned (HSCLL) would professionally collect, integrate, and analyze information from the Boston Police Department, Fire Department, Port Authority, etc.  It would then generate a final product with the operation’s plan as well as recommendations for improvement from the individuals involved.  In this manner, an HSCLL would compile plans of varying types and sizes—in essence, creating a playbook of homeland security plans from which cities could draw information.  Yet, this product would help another city create not only a plan, but a list of logistical needs and supporting agencies required to execute a similar operation.
Allowing the Private Sector to Internalize Costs of Security.  Post 9/11, a plan of considerable magnitude means little without the support of the private sector.  Considering it owns most of the nation’s critical infrastructure, its assistance must be garnered.  In Boston, the efforts of Citizen’s Bank to participate in the security regime demonstrate the ease with which businesses make effective relationships with the government.  However, while these relationships are fruitful, it appears these businesses do not properly internalize the cost of security.  The owners of Gillette stadium, for instance, received tremendous support from the Massachusetts Civil Support Team, which searched for nuclear, biological, radiological, or chemical threats.  The governor thought it important enough to deploy this asset, but the cost fell upon the tax payer, not the stadium owner.  Like the cost of water, should the government continue to provide both the security infrastructure and supply without demanding compensation from businesses—both at home and abroad—then the private sector will not internalize the cost of security.
Conducting Proper Risk Assessments.  Enticing both the private sector as well as the government to fully internalize the significance of homeland security depends heavily upon the nation’s ability to conduct proper risk assessments.  The nation did so during the safety revolution of the 1960’s, when private companies such as automobile makers calculated the risk associated with traffic fatalities versus installing seat belts and, in accordance with strong public opinion, installed seat belts.  Forcing private companies, such as downtown Boston building owners, to include in their insurance policies a clause on security liability will subsequently increase the number and quality of risk assessments performed by the insurance industry, which is the by far the best and most appropriate producer of such an assessment.  Furthermore, the development of a system much like the National Flood Insurance Program (NFIP) administered by FEMA, in which entire communities must participate, will reduce relief provided by the federal government in the event of a disaster and further internalize the cost of security by requiring those communities to develop measures against terrorist threats.
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