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Key Questions

How much is enough?

Who pays?

How to prioritize?

… with all budget numbers, ask yourself “as compared to what?”



How Much is Enough?

First responder grants; aviation & border security

All have staggering needs:

• 429 commercial airports with 600 million passengers annually

• 500 million people and 130 motor vehicles cross border annually

• 6 milllion inbound sea containers

• 170,000 public water systems

• 66,000 chemical plants

• 2 million miles of pipeline

• 80,000 dams

If nothing happens; too much?

If attack occurs; not enough?

However, if we consider some attacks inevitable, then an attack occuring
may not mean that we should have spent more, IF the cost of the additional 
spending would crowd out investment in more critical targets, or hinder 
other national priorities (e.g. the economy).



Who Pays?

Federal

State

Local

Private sector

Citizens directly (e.g. fees)



At Expense of What Other Priorities?

Analytical deficiency to compare widely disparate issues:

• Border security, vs…

• Agriculture (avian flu, mad cow), vs…

• First responder grants, vs…

• Upgrading information systems (e.g. FBI, CIA, DHS, etc); vs…

• This type of critical infrastructure (cyber) vs. that type (chemical)

Compare across all security requirements:

• F-22 fighter squadron, vs…

• Counter-proliferation, vs…

• Border security

Against other national priorities – e.g: economy



FY 2007 President’s Budget Proposal
Overview

 Total output of US economy 
$13.7 trillion

Total revenue = $2.4 trilion
 Total spending = $2.77 trillion



What we have discretion to spend 

+   What we must spend 
 - Interest on federal debt

= Total spending 
 Total revenue

= Deficit 

Discretionary + Mandatory + Interest = Spending
Revenue – Spending = Deficit (or Surplus)



Prior Debt + Deficit = Total Debt

 Have had debt every since WWII

 Lowest post-WWII federal debt (2000 $)

 Clinton Administration
Post Cold-War Drawdown in Defense Spending
Surpluses – Debt goes down 6 yrs in a row      

 President’s Projection for fiscal year 2007
Largest deficit on record



President’s Deficit Projection

Deficit goes 
down but debt 
still increases

Doesn’t include 
costs of Iraq or 
Afghanistan

All projections 
rely on economic 
assumptions
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Discretionary Spending by Agency

• Agencies must be able to spend funds effectively.  More money doesn’t 
necessarily mean more value.  

• Agencies must have capacity to spend.

• Security discretionary spending going up.  

• Other discretionary spending (domestic programs) going down.
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US Security Spending

• Is this the most effective distribution of resources?

• In what sense is the comparison between “national security”
spending & “homeland security” spending comparing apples 
to oranges?

• Cost to field one F-22 squadron: ~ $3.1B

• Cost to develop Future Combat System: could be ~ $200B

• Last couple years rate of DoD budget increase ~6%

• Last couple years rate of DHS increases ~8-9%

• Are these the right amounts; the right balance? ….



… as compared to what?



Not all Homeland Security Spending is in DHS

About 2/3 in DHS



Lots of homeland security 
spending in other agencies, 
including DoD

Homeland Security Spending by Agency

DHS

DoD (mostly domestic   
FP; CBRNE)

* Mostly force protection of US bases

HHS (bio)
DOE (nuke, rad)

DOJ (FBI)

State

USDA (bio, agro)



Not all DHS Spending is Homeland Security

Total DHS FY 2007 = ~ $35.6 billion

Up $2.3 billion (7%) over FY 2006

DHS homeland security spending = ~ $27.8 billion

Roughly $8 billion on other missions:
• Coast Guard

– drugs

– aids to navigation

– search & rescue

– fishery enforcement

• Immigration services (not just enforcement)

• Customs and Border Protection

– trade facilitiation

– all types of customs enforcement: child porn, drugs, financial crimes investigations, etc.

• Secret Service – fraud and financial crimes law enforcement

• Etc.



Homeland Security Spending by Mission Area

I&W doesn’t include 
classified spending

• Total = ~ $58.3 billion

• This is best number in budget to look at 
total homeland security spending.  
Differing numbers reflect some 
complicated accounting peculiarities.

How can you meaningfully compare intel & warning to border security to CIP?



Federal Grants



Grants … Tough Issues

State & locals feel strain of increased spending
• “Health, safety, welfare” traditionally a state issue

• How much police overtime is “homeland security?”

• How much should federal government pay?

• Little political payoff to divert attention and dollars from daily issues

Do states have a good plan to spend it?
• Are the plans coordinated within the state (not all counties need their own 

HAZMAT decon capability)

• Are the plans coordinated with neighboring states (Mississippi, Louisiana, Texas, 
Florida re. Katrina)

What to buy (requirements determination)?
• Do they have the training to use what they buy?

• Can they maintain what they buy? (filters for masks)

• Is there standardization and interoperability (radios)

Are dollars apportioned according to threat?



Wasteful and Irrational Spending

Some criticisms of “waste” are spurious:

• DHS has other issues besides homeland security

• Customs has big role in fighting child porn … big overseas nexus

Examples (an informed expert can make a reasonable case for all but the 
last two, and the explanations for the last two are not surprising):

• $200k for school-based drug prevention

• $7.1m for National Center for Missing and Exploited Children

• $100k for Child Pornography Tipline

• $10m to Intercity Bus Security; $22m to trucking industry for security awareness

• $50m for exercise program to meet Oil Pollution Act of 1990

• $20m to renovate DHS headquarters

• $98k for Tecumseh, MI fire department training … no one attended

• $22k for Mason County, Washington to buy six radios incompatible with county radios

But, there is substantial waste and irrationality



Wasteful and Irrational Spending

Very difficult to ascertain threat risk to different localities

“Risk shifting”

Meaningless (or deceiving) comparisons abound:

• Highest risk locations vs. per capita spending

• NY highest risk; Virgin Islands highest spending per capita (someone 
explain why this might be)

• San Francisco vs. Wyoming 4th most spending per capita (someone 
explain why this might be)

“Economies of scale” … it costs more per capita to make 
initial investments in lower population environments ... 
comparisons in the short-term don’t demonstrate much

Domestic Congressional politics



Measuring Performance

Little track record (how many attacks in Boston in last ten years?)

Little experience (so exercises can be off-target)

Very little data:

• Attacks are very rare

• Data hasn’t been collected in right way

• (Katrina provides an opportunity to capture important data … i.e. pre-Katrina 
estimates of costs of government hurricane bailout were wildly off … see HSC 
planning scenario #10).

Agencies have been measuring performance in other ways:

• Customs – tons of drugs seized

• Immigration – illegal aliens interdicted

• FBI – number of successful prosecutions



Questions?


