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Key Questions

» How much is enough?

B Who pays?

B How to prioritize?

... with all budget numbers, ask yourself “as compared to what?”



How Much iIs Enough?

B First responder grants; aviation & border security

B All have staggering needs:
e 429 commercial airports with 600 million passengers annually
e 500 million people and 130 motor vehicles cross border annually
« 6 milllion inbound sea containers
e 170,000 public water systems
* 66,000 chemical plants
e 2 million miles of pipeline

« 80,000 dams
B If nothing happens; too much?
If attack occurs; not enough?

However, if we consider some attacks inevitable, then an attack occuring
may not mean that we should have spent more, IF the cost of the additional
spending would crowd out investment in more critical targets, or hinder
other national priorities (e.g. the economy).
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Who Pays?

Federal

State
Local
Private sector

Citizens directly (e.g. fees)



At Expense of What Other Priorities?

W

Analytical deficiency to compare widely disparate issues:
» Border security, vs...
 Agriculture (avian flu, mad cow), vs...
 First responder grants, vs...
« Upgrading information systems (e.g. FBI, CIA, DHS, etc); vs...

» This type of critical infrastructure (cyber) vs. that type (chemical)

 Compare across all security requirements:
o F-22 fighter squadron, vs...
» Counter-proliferation, vs...

» Border security

= Against other national priorities — e.g: economy



FY 2007 President’s Budget Proposal
Overview

Table 5—1. Budget Totals

iDollar amounts in billions)

2005 2006 2007 2008 2009 2010 2011
Budgﬂt Tnl'ﬂln.
Receip Total revenue = $2.4 trilion = 2,416 mEen mmas oo oo .
OIS oo =% E £, 270 | &  Total Spendmg = $2.77 trillion
Deficit i —318 —423 —354 —£23 — 208 —183 — 205
Groes Domestic Product (GOP) ... 12200 13030 13761 | &  Total Output of US economy
Budget Totals as a Percent of GDP: $13.7 trillion
Recalpts i 17.5% 17.5% 17.6% 17.8% 17.7% 17.8%% 17.9%
OUHEYS e 20.1% 20.8% 20.1% 19, 4% 19.1% 19,03 18.1%
Deficit i 2.6% 3.2% 2.6% 1.5% 1.4% 11% 1.2%




Discretionary + Mandatory + Interest = Spending
Revenue — Spending = Deficit (or surplus)

Table 5—11. Budget Summary by Category
iln billiors of dollars)

2005 2006 2007 2008 2000 2010 2011

Outlays:
Discretionary:
DD military ..o 473 210 203 471 471 484 494
Homaland security ..o 30 a2 a4 35 36 28 40
Cthar o 465 490 | 42 473 458 461 455
What we have discretion to spend > o) 975 983 o4
IR T I LTy
Social Sacurity:
CUmant Program ... 518 250 a81 G612 45 Ga3a 722
Personal accourts............... — — — — — 24 57
MEdICArS. i 204 238 a7 259 421 447 424
Medicaid and SCHIP . 187 198 205 218 233 250 270
Cther..... aan 2T 220 332 255 367 286
Total, + What we must spend - 1404 | 15F2  1mSR 1771 1404
Met Itarest o 184 220 247 | €& - Interest on federal debt
Total OUtEYS ..o = Total spending > | 270 [n=w  =2ems e aggg
BEVENLER i 2108 zxdo | 246 &  Total revenue 2025

= T | T Deficit > —354 — 23 — g — 153 — 205




Table 16-1.

Prior Debt + Deficit = Total Debt

TRENDS IN FEDERAL DEBT HELD BY THE PUBLIC

iDallar armounts i billions)

Flecal Yiear

Disbl hskd by the putle:

Cument
Dodars

Dwbt hekd by e pubk: & &
parert o

ikerest o the kb hekd by
e public 85 a percenl of:

P 2000
dlag 1

GOP

2005

206 estimate .
207 estimate .
208 estimate ..
200 estimate .

A0 estimate o
A1 estimabe

2.0
2146.0
2266
2508

260.8
2a3.2
3047
ma
1,607.3

24116
2,686.0
2,990.7
32,2484
34331

3,604 4
3734
37723
aria
36324

34008
3,319.6
3,640.4
3,8134
42055

45022
6,018.9
6,3M .5
66334
b,860.4

6,060.8
f,285.9

[ 1ge1a]

1300
12173
1,128.0

11614

1,0472

10736
1,407
21646

2 068.1
3,900
34712
36754
30026

30401 4

57.4
457

é

[

241
64

20
453
481
494
493

462

30746
30463
3046 4
37050

34008
32434

4485

33030
36787
30435

41028
43734

45076

ENIIER
47806

49525

4007

;2
a2

34

< Ha

Credl mar-
kst dapk®

g

432
338

Tolal mHays

LI e

1.6
8.5

Lowest post

186
22.3
22.6
24.1
26.7
26.6
26.8

26.7
26.3

108
162
161
162
155
149
144

158
152

| &R

ve had debt every since WWII

13
15

-WWII federal debt (2000 $)
23
a7
a5
3.6
24

3.2
20

23
3.2

< Clinton Administration

Post Cold-War Drawdown in Defense Spending
Surpluses — Debt goes down 6 yrs in a row

18.0
18.3

17.8

[
7.3

[

1.5
1.5

1.6

< President’s Projection for fiscal year 2007
Largest deficit on record

e
TN

WA
W&

106
10.6

20
20




President’s Deficit Projection

Cutting the Deficlt in Half
Percent of GOP

February 2004

Projecton

Fabnary 2005

F:ujn,:.-ﬁ,:,n [ ] Projections
B Achuals

dyear Historical Average 2 9%

:

2004 2006 2008 2T 2008 2008 20 2011

Deficit goes
down but debt
still increases

Doesn’t include
costs of Iraq or
Afghanistan

All projections
rely on economic
assumptions



Discretionary Spending by Agency

Table 5-3. Growth in Discretionary Budget Authority by Major Agency
(Met budget authority; dollar amourts in billions)

Growth:

2001 2006 2007

Agency Actual Enacted Request

2006=2007 Average Cumulative

Dollar  Percemt 2001-2007  20041-2007

BUTITIELIILITIE. oot s ettt bt s 665 i s b5 18.2 21.1 19.7 14 G.5% 0.4% 2.5%

CEOMIMIEITE i s s i 2.1 6.4 6.1 0.2 3.7% 3.1% 20. 4%

1 Defensa ... 3025 410.8 430.3 28.5 G.9% G.4% 45.2%

[ 3 Education ... 40.1 56.5 S4.4 —2.1 —3.8% 5.2% 25. 7%
Enargy.... 20.0 23.5 2326 0.0 0.1% 2.7% 17.6%

2 Health and Human Eer-.m:as 54.0 [ e G676 —1.6 —239% 3.09; 25,095
7 Homealand Sacurity ... = 14.0 3.5 30.9 | 0.4 1.3% 14.1% 121.0%
6 Housing and Urban Da‘mlnpmm 284 .3 336 | —08  —1.8% 2.9% 18.7%
Interior. ... 10.3 0.8 101 0.6 5.9% 0.2% 1.2%
Justica ... 18.4 21.0 19.5 —-1.5 —T.2% 1.0% G, 0%

Labor... . 11.9 11.3 10.9 0.4 2.9% 1.5% 8.7%
| 5 State anu:l Dtherlntamatlmal F'rngrarns. . 21.7 20.2 230 | a7 12.2% 7.7% 55.8%
BT L e S LcLi s (RO —— 14.6 146 13.2 —-14 —94% —1.6% —0.3%
Tr@asury 10.3 11.5 11.6 0.1 0.5% 1.9% 12.3%
| 4 Veterans Affairs . 22.4 33.1 357 | 26 8.0% 8.1% 59.5%
Comps of Enginesars ... 4.7 5.3 4.7 0.6 11.2% 0.2% 1.0%
Ervironmental F"n::teu:tlnn A,gmn:y 7.8 7.6 7.2 0.3 —40% -1.1% — 6, 6%

Cwemmntives Mffira of thia Dracidant a3 (o= O i iR A o aF AoL

» Agencies must be able to spend funds effectively. More money doesn’t
necessarily mean more value.

* Agencies must have capacity to spend.
e Security discretionary spending going up.
» Other discretionary spending (domestic programs) going down.



US Security Spending

e |s this the most effective distribution of resources?

* In what sense is the comparison between “national security”

spending & “homeland security” spending comparing apples
to oranges?

o Cost to field one F-22 squadron: ~ $3.1B
e Cost to develop Future Combat System: could be ~ $200B
« Last couple years rate of DoD budget increase ~6%

» Last couple years rate of DHS increases ~8-9%

Are these the right amounts; the right balance? ....

DoD
HHS
Ed
VA
State
HUD
DHS
USDA
DOJ
NASA
DOT
Treas



Canada
Turkey
Brazil
Australia
Israel

South Korea
India

Saudi Arabia
Italy
Germany
France

UK

Japan
Russia
China

USA

... as compared to what?

0

B Military Spending ($ Billions)

112.5

circa 2003-2005

225.0

3375

450.0



Not all Homeland Security Spending is in DHS

Government-Wide Non-Defense
Homeland Security Spending ($41.6 Billion)

Har i B ity About 2/3 in DHS

$27.8 billion
(67%)

Other Agencies
$13.8 bilion
(33%)



Homeland Security Spending by Agency

2
Budget Authority Enactad Srﬁ‘.gpﬁtgj Enacted ‘ Suppt;IT Flequest

650.3
2178
16.607.8

R&0 S éUSDA (bio, agro)

Tioy

DUap BB O AGIREUILINE oot aisine s s 000005050 4580 00050800 05850 00 4 4405 0 40 8480 0508080 008 000 01 0 RGBS | i
DIEPRUITIEITE OF COMITIBITE (o.o i ioivs ot ss st st 0 0 0 510 B 5 B 5 10 B 45458 5 b 511 101011 1 b |
Depatment of Defenss ...... (ﬁi‘iz—

Depatmant of Education ...
Depatmeant of Enargy ..
Depatmant of Health an-:l Human Sem:as
Dapatmant of Homeland Security ..
Dapatmant of Housing and Urkan Davalu-pmmt 2 '| i E
Dapatmant of the Intaror .. " [ N IR
Depatmant of Justica ...

Depatmant of Labor ...

ot of S - 16,697 B &DoD (mostly domestic
ggEEEEE%%ET%ﬁEE EE.E FP’ CBRNE)
e i o | 1,699.6 <DOE (nuke, rad)
Nalioil S Foumao e ~| 45633 <HHS (bio)
S | 217770 €DHS o
Lots of homeland security | 18 ||/ &
spending in other agencies, = 554 L
|nc|ud|ng DoD o EI Tﬁg EI ED?‘J|(FBI)

Less Daparmant of Dafense

Non-Def. Homeland Sacurity Budgat Authority excluding BIoShIgld ... 'I 212 E é State

Lass Faa-Funcksd Homakind Seunity PRODIEITS L. s i s s snsssss s sss st s s s s sttt sssss s | pee s | ey
Lags Mandatory Homeland Sacurity PROIEITER ... i e s s s s s s ssess s 2 I:E I:I IEI —-2,464.1

Net Mon-Defense Discretionary, Homeland Security Budget Authority excluding BioShield ... M 1831 33,108.0
IS BIOSIIEIT oot i i 0 5 00 58 0 8 005855550 58055 50 5 0 0150 2580

14
ob4

i i |

Executive Office of the Prasident .
General Servicas Administration .
Mational Aeronautics and Space p!u:lmmwtnu-:n

Net Mon-Defense Discretionary, Homeland Security Budget Autherity including BioShiald ... 33,4198 G456 32,050.6 1924 33,109.0

Obligations Limitations
Depatmant of Transportation Obligations Limitaton ... o a9 1M 0 a7

* Mostly force protection of US bases
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Not all DHS Spending is Homeland Security

Total DHS FY 2007 = ~ $35.6 billion
Up $2.3 billion (7%) over FY 2006
DHS homeland security spending = ~ $27.8 hillion

Roughly $8 billion on other missions:

Coast Guard
— drugs
— aids to navigation
— search & rescue

— fishery enforcement
Immigration services (not just enforcement)
Customs and Border Protection

— trade facilitiation

— all types of customs enforcement: child porn, drugs, financial crimes investigations, etc.
Secret Service — fraud and financial crimes law enforcement
Etc.



Homeland Security Spending by Mission Area

I&W doesn’t include
Table 3-2. HOMELAND SECURITY FUNDING BY NATIONAL STRATE classified spending

(Budgat authonty, in millions of dollars) \
A 2005 2005 2006 2006
gency Eracted | Supplemantal |  Enactsd | Supplemental | Requ
Intalligence and Warning ... e HAA 82 [ i, G04.4
Border and Transpartation San:unt!.r 16,6523 6.2 18,486 160.6 20177 1
Comestic Countartarrarism .. 45745 2673 454810 176 4 6616
Pritecting Critical Infrastructura and Hag.r Assls . 178350 0.4 1T8T | i 18,350.6
Defarcing Against Catastrophic Thraats | 21464 1428 d6a0.8 0.5 B,862.1
En'ﬂgen:y Pmﬁmmgss and Flesp-:nsa b0 5 409 4543 154 54744
Other ... . 1322
e Total = ~ $58 3 billion
Total, Homealand S \>> 582829
Plus BioShield .. o This is best number in budget to look at
Total. Homeland §  tOtal homeland security spending.
including Biosh  Differing numbers reflect some 1831 | | 582629

complicated accounting peculiarities.

How can you meaningfully compare intel & warning to border security to CIP?




Federal Grants

Table 8-1. FEDERAL GRANT OUTLAYS BY AGENCY

{in billions of dollars)

ARENEY

2005
Aclual

Dapartmant of AR .
Dapartmant of COMMBEE . e
Dapartmant of BAUGEHon ...

Dapartmant of Energy ..

D"-'.'I:'ﬁm-llll'_-'ln'[ -:-f HE‘E'J[I'I ﬁnﬂ H|_||-|'|a-."-| ngc:eﬂ

Daparmant of Homeland Sacurity

Dapartmant of Housing and Liban Deuralnprnernt":::::::

Dapartmant of the Intefor

DEPAMMANE OF JUSHEE ..
Dapartmant of Labor ...

Dapartmant of Transportation ..o
Dapartmant of the TReasury ... o
Dapartmant of Vatarans AFairs ...
Ervironmental Profechion AQEncy ...
HEE AOENCIES i i sssi s s ss s sss s s ss s

TAD ot i ch e es s s s st et e s s g0 et e a0

24.7
0.&
20.5
0.3
245.0
14.0
5.4
4.0
42
1.6

43.4
0.5
0.4
v
a1

26.6
0.6
4.4
0.3
258.5
14.3
38.5
4.7
3.2

_
[

46.7
0.5
0.1
ar
2.4

41[I
0.3
264.3

a8.5

-
il

4.3

_
L

8.5
0.5

A

-
i

2.2

426.2

4404

456.0
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Grants ... Tough Issues

State & locals feel strain of increased spending
o *“Health, safety, welfare” traditionally a state issue
» How much police overtime is “homeland security?”
* How much should federal government pay?
 Little political payoff to divert attention and dollars from daily issues

Do states have a good plan to spend it?

 Are the plans coordinated within the state (not all counties need their own
HAZMAT decon capability)

» Are the plans coordinated with neighboring states (Mississippi, Louisiana, Texas,
Florida re. Katrina)

What to buy (requirements determination)?
« Do they have the training to use what they buy?
« Can they maintain what they buy? (filters for masks)
 Is there standardization and interoperability (radios)

Are dollars apportioned according to threat?



Wasteful and Irrational Spending

B Some criticisms of “waste” are spurious:
» DHS has other issues besides homeland security

» Customs has big role in fighting child porn ... big overseas nexus

B Examples (an informed expert can make a reasonable case for all but the
last two, and the explanations for the last two are not surprising):

» $200k for school-based drug prevention

» $7.1m for National Center for Missing and Exploited Children

o $100k for Child Pornography Tipline

« $10m to Intercity Bus Security; $22m to trucking industry for security awareness
» $50m for exercise program to meet Oil Pollution Act of 1990

» $20m to renovate DHS headquarters

o $98k for Tecumseh, Ml fire department training ... no one attended

» $22k for Mason County, Washington to buy six radios incompatible with county radios

B But, there is substantial waste and irrationality
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Wasteful and Irrational Spending

Very difficult to ascertain threat risk to different localities
“Risk shifting”

Meaningless (or deceiving) comparisons abound:
» Highest risk locations vs. per capita spending

* NY highest risk; Virgin Islands highest spending per capita (someone
explain why this might be)

 San Francisco vs. Wyoming 4™ most spending per capita (someone
explain why this might be)

“Economies of scale” ... it costs more per capita to make
Initial investments in lower population environments ...
comparisons in the short-term don’t demonstrate much

Domestic Congressional politics



Measuring Performance

b Little track record (how many attacks in Boston in last ten years?)
B Little experience (so exercises can be off-target)

B> Very little data:
» Attacks are very rare
« Data hasn’t been collected in right way

» (Katrina provides an opportunity to capture important data ... i.e. pre-Katrina
estimates of costs of government hurricane bailout were wildly off ... see HSC
planning scenario #10).

B Agencies have been measuring performance in other ways:
e Customs — tons of drugs seized
e Immigration — illegal aliens interdicted

* FBI — number of successful prosecutions






