Lesson 27 Discussion Guide
Domestic Counterterrorism I: 

Evolution of US Counterterrorism Policy & “The Wall”
10 April 2006

I. Admin

a. Final paper will be on the domestic counterterrorism policy area … therefore advice is to stay current with the readings (long, but several of them are quite good, if challenging)

b. Wednesday – I will be in Washington, DC

c. Friday – “Tools of Counterterrorism” – light reading load

d. Tuesday, next week -  USA PATRIOT ACT – need to distribute photocopied reading

e. Thursday, next week – Domestic Counterterrorism and Civil Liberties – need to distribute photocopied reading – also, you won’t have to read every reading listed (I will pare that back and will announce on Friday

f. Sunday, 23 April – depart trip section after lunch

g. Monday, Tuesday – trip section

h. Wednesday – opinion on drop?  Discuss trip section synopsis?

i. Friday – Terrorist Financing (MAJ Jim Walker)

II. Last Class – Watchlisting and Screening
a. Discussion of 9-11 readings
i. a story of “missed opportunities”
ii. human failures … requires a lot of pushing and pulling … lots of opportunity for breakdown and miscommunication

iii. systemic failures

1. watchlisting a chore to side of intelligence

2. antiquated procedures (e.g. the “cable” system) not suited to time-sensitive challenges of tracking terrorist travel

3. no integrated system to automatically incorporate new data into (or expunge bad data from) all screening points

4. information brought to bear in very few screening points

5. many different systems … all stove-piped … different levels of technical capacity (rudimentary databases, no-fly list an Excel spreadsheet, character limits in FBI database, varying levels of sophistication in Anglicization algorithms)

6. cumbersome mechanisms for sharing with international partners

7. no ability to build establish disparate connections between movement of suspects known to us

b. Watchlisting strategy:

i. reduce the haystack (assess risk of persons to be screened)

ii. increase the number of probes into the haystack 
1. conduct screening using watchlists at “all appropriate opportunities” … e.g. legal traffic stops, applying for government ID cards or access cards, etc.

2. include state, local, and certain private sector screening, when appropriate or for compelling reason (e.g. certain critical infrastructure) under carefully controlled circumstances

3. improve integration of data with international partners … while protecting sources and methods

iii. improve real-time operational support
iv. improve the breadth and quality of data, and the quality of screening methods
v. establish appropriate safeguards
1. Distinguish US persons from non-US persons
2. Ombudsman – process for removing erroneous data

Today’s Class – Evolution of US CT Policy and “The Wall”

III. Espionage and domestic surveillance – 1960’s through 1978
a. FBI domestic spying

b. CIA

c. Watergate

d. Church and Pike Commissions

e. Attorney General guidelines … Levi, French Smith

f. 1978 – FISA

IV. FISA – briefly (will cover more later, time permitting, and in USA PATRIOT Act class)

a. Intel gathered on agents of foreign powers within US

b. Outside US not governed by FISA

c. FISA Court (and FISA Court of Review)

d. Warrants on foreign agents

e. Wiretapping … pen registers, trap and trace devices

V. “The Wall”

a. Culture … particularly in FBI

b. Appropriate concern for boundaries … “suspicion” vs. “probable cause;” labels of “extremism” might cause government to run afoul of division between church and state

c. FISA (as interpreted)

d. Aldrich Ames … risk that he might escape prosecution

e. Attorney General Reno guidelines

f. Interpretation of guidelines … how policy was implemented over time

g. Belief of guidelines … how policy was regarded and understood over time

h. Net result

VI. If there is time … slide overview of evolution of US CT Policy, institutional structure

