Lesson 32 Discussion Guide
Domestic Counterterrorism IV: 

Domestic Intelligence and Civil Liberties
20 April 2006

I. Admin

a. Trip section:
i. Final itinerary published before Friday

ii. Some reading on what you’ll be seeing (TBP)

iii. Drivers will pick-up van (1000, Sunday, motor pool; call TMP before 1600 Friday at x. 2018 … 2 vans under Hornbarger)

iv. Normal summer uniform (no BDUs or ACUs)

v. Buddy system

b. Final paper – guidance TBP

II. Last Class – Discussed “The Wall” and then USA PATRIOT Act
a. Brief recap - “The Wall”
i. Thorough, succinct description is on pp. 78-80 of the 9-11 Commission report
ii. Church and Pike commissions led to awareness (and wariness by FBI and CIA) of separation between foreign and domestic intelligence

iii. Agencies take this to heart …
1. Officials are under greater scrutiny than before

2. CIA officials (not political officials) took the brunt of the heat coming out of investigations
3. Respect for the foreign/domestic divide becomes a deeply ingrained part of FBI and CIA culture  … that culture persists (very difficult to change organizational culture)
iv. FBI has a law-enforcement culture
1. focused on criminal investigations and prosecutions
2. career incentive structure is geared towards law enforcement (you don’t get ahead by preventing crimes, but by bringing criminals to justice)

3. FBI is still far behind in developing the expertise, capacity, experience with intelligence analysis (intelligence role in FBI got short-shrift)

v. FISA 1978 divides foreign and domestic intelligence and surveillance … division reflected in CIA and FBI missions

vi. DOJ and FBI internal guidelines in 70s and 80s: 
1. Initially to forestall Congressional action

2. Then a response to FISA
3. Appropriate concern for boundaries … distinguishing “suspicion” vs. “probable cause;” labels of “extremism” might cause government to run afoul of division between church and state
vii. … but guidelines incorporated an interpretation of FISA more strict than the law requires … DOJ established very strict controls over sharing of information between the criminal side and the intelligence side

1. Aldrich Ames case … risk that he might escape prosecution due to mishandling of evidence

2. Attorney General Reno guidelines makes controls over info sharing even more strict … Office of Intelligence Policy Review serves as sole gatekeeper of intel sharing
viii. Attorney General guidelines were interpreted and implemented far more strictly than intended 
1. “Belief” of guidelines … how policy was regarded and understood over time

2. sharing info could be a “career stopper”

3. FBI agents actually believed that NO information could be shared between criminal and intelligence sides

ix. Collectively – this is “the Wall” – severely inhibited sharing of information related to terrorism between intelligence and law enforcement elements
x. Other countries (especially European) have their own “wall” since many of their civil liberties protections are similar to (in some cases modeled after) our own.  

1. Many countries haven’t resolved this.

2. Domestic law in other countries impacts US national security

b. PATRIOT Act … continuing our discussion
i. We focused last class on how PATRIOT Act amended FISA
1. PATRIOT Act explicitly enables sharing of info between criminal and intelligence sides

2. updated wiretap laws (computers, cell phones)
3. roving warrants (warrant applies to the person, not the device; warrants good across federal jurisdictions)
4. “sneak and peek” searches
5. Section 215 … production of records … (though not of US persons based solely on 1st amendment speech)

6. gag orders

ii. We didn’t discuss last class:

1. national security letters (closely related to gag orders) … i.e. an “administrative subpoena” that doesn’t require court approval
2. “primary purpose” vs. “significant purpose” 
a. Expands number of possible cases that DOJ/FBI can bring before FISA

b. Fear of “fishing expeditions”

3. Immigration provisions
a. indefinite detentions for national security reasons (critics: no due process)

b. Render inadmissible based on speech alone (don’t need to establish material support)

c. Criticisms of PATRIOT Act

i. FISA court oversight a formality

1. as long as applications for warrants are complete, court will approve

2. historically very compliant (one warrant refused out of over 14,000 applications)
ii. Insufficient oversight - national security letters

iii. Surveillance authorities too broad – 

1. expanded wiretap authorities could be used in non-terrorism investigations

2. warrants last 2 to 3 times longer than normal warrants

iv. Free info sharing between intel and criminal sides means info gathered under looser FISA standards could be used in trials, circumventing 4th amendment protection against unreasonable searches and seizures
v. Denying admissibility of non-citizens for first amendment-equivalent speech (i.e. “encouraging terrorism”) is a violation of international human rights

vi. Creates broad definition of “domestic terrorism,” which extends FISA provisions (lower threshold of proof) to US citizens

vii. DOJ and FBI have historically used all available legal tools as aggressively as possible
1. Historically, if the law allows it, law enforcement authorities do it
2. Additionally, the Administration’s stated legal strategy is to aggressively use all legal means – traditional and nontraditional – to fight terrorism

3. Thus, argument may not be compelling that DOJ/FBI don’t have time to use these tools outside of the scope of preventing terrorism 

viii. Act has not resulted in any convictions (but purpose of prevention isn’t necessarily convictions … and in fact, taking cases to court can risk highly-sensitive counterterrorism investigations … so this is probably not the best gauge of the Act’s effectiveness).
III. Intro – domestic intelligence and civil liberties 

a. Historically, we have engaged in domestic intelligence operations (though under very stringent restrictions last two decades)

b. We don’t do it very well

i. CIA steers clear

ii. FBI does intelligence and analysis relatively poorly

1. lack of training and recruitment of analysts (a unique discipline; not the same as law enforcement career)
2. not career enhancing

3. information technology not adequate to support analytic mission (i.e. can’t integrate data easily, can’t check info against field records, etc.)
4. field-orientation – field offices have run investigations and keep the case files, etc.  Historically very little data integration (and hence expertise at data integration) at headquarters 
iii. Domestic intelligence strikes at the basic balance of security vs. liberty

1. Intelligence activities more effective at prevention

2. But law enforcement activities far more transparent and subject to rigorous controls

IV. What we’ve done to strengthen domestic intelligence

a. PATRIOT Act … breaking down the “wall” … greater surveillance powers
b. Use of immigration laws as prevention technique

c. DHS … has uniquely broad statutory access to foreign and domestic intelligence and law enforcement information

d. Interagency centers which bring together analysts from CIA, FBI, DHS, State, and Defense … stood-up the Terrorist Threat Integration Center (TTIC) in Spring 2003; became the National Counterterrorism Center in August 2004
e. Terrorist Screening Center … combining foreign and domestic info and bringing it to bear in screening; also facilitates the collection of data when suspects or persons of interest are encountered
f. NSA wiretapping program

i. Between US at home and non-US persons abroad

ii. Can data-mine retrospectively if connection established

g. DoD has broad authorities to maintain info on US persons for purposes of force protection

h. Expanded Joint Terrorism Task Forces (JTTFs) and established Anti-terrorism Task Forces (ATTFs) with state & local authorities

i. State and local intelligence entities and fusion centers

V. An American “MI-5?”
a. MI-5 is the UK’s domestic intelligence agency
b. Every peer country has a dedicated domestic intelligence agency, or an intelligence agency with authority to conduct intelligence activities domestically (i.e. gather info on their own citizens)

c. Always discussed by practitioners; but not seriously considered by Administration, Congress, the 9-11 Commission
d. Would be outside of DOJ … would not be a law enforcement entity
e. Would do essentially what the current domestic intelligence apparatus of the FBI does
f. No law enforcement (arrest) authorities

g. Leaving domestic intel in criminal organization a poor fit:

i. Case oriented, backward-looking, information-hugging, fastidious (don’t wreck prosecutions)

ii. Requires agency with dual culture … hard (perhaps impossible) to pull-off (consider pre-9-11 INS)
VI. How to control scope of domestic intelligence

a. Limit authorities of the agencies

b. Statutorily limit domestic activities to standard law enforcement activities (to one extent or another)

c. Oversight

i. Internal (IGs)

ii. Independent (watchdog executive branch agency/official)

iii. Congressional (more aggressive and continuous involvement; greater use of subpoena powers if necessary)

VII. Discuss the Phil Heymann reading
a. Venn diagram on page 87

i. Discuss the areas of difficult choice: B and E.   Examples?

ii. Discuss the care we should exercise in area F.  Examples?

b. Chapter 7 – “The Problem of Drifting into an Intelligence State”

c. Framework – 4 ways to build intel capabilities without creating an intel state:

i. Keep internal security functions out of hands of military and CIA

ii. Define the permissible scope of domestic intelligence (refer to chart)

1. Rows B, C, and D are the contested areas

2. Row D – generally not led to claim of special powers to gather info and keep files on individuals

3. Row B – subject of historic and open debate

4. Row C – most troublesome aspect is related to the prevention of grave dangers

a. Invites use of exceptional powers (a) against citizens within US and (b) without necessarily having basis of statutory crimes

b. Justification: sometimes prevention more important than prosecution

c. Heymann discusses five ways to limit scope of this category

iii. Limit the intelligence agency to statutorily defined legal powers

iv. Critical importance of oversight

VIII. Discuss the Richard Posner reading
a. Why does Posner argue that an American MI-5 is worth examining?

b. What are the drawbacks of creating an MI-5?

c. What are the benefits?

d. What risks to civil liberties do you think an American MI-5 would pose?

e. Are those risks acceptable, and why?

