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THE SECRETARY OF STATE
TIlE ATTORNEY GENERAL

THE SECRETARY OF IIOMELAND SECURITY
TIlE DIRECTOR OF CENTRAL INTELLIGENCE

mMORANDUM OF UNDERSTANDING
ON THE INTEGRATION AND USE OF SCREENING INFORMATION

TO PROTECT AG*I\INST TERRORISM

(1) This memorandum represents the consensus view of the Secretary of State, the Attorney
General, tl1e Secretary of Homcland Security, and the Director of Central hltelligence regardil1g
the implementation ofHomelmd Security Presidcntial Direct1ve-6 (HSPO-6») dated
September 16,2003: entitled "Integration and Use of Screening lntormation to Protect Against
Ten"orism." (U)

(2) Consistent with the President's direction, the Parties to this Memorandum will develop and
maintnill".to tile extent permitted by law~ tllC most tlloroUgh: accurate, <md current i1uomlation
pl)ssibl~ abolll individuals l~Qwn or appropriately stlspected to be or have been involved in
activities constituting, in preparation for,'in aid of, or related to tenorism ("'rerrorist
Infonnation"): and 'Will, as described in tlris Mcmorandum:

(a) use that infonnation to support screening processes at all appropriate opportunities;

(b) make accessible appropriate infoxmauon to State, local, tenitorial, and tribal authoritj,es to
support their screening processes and other\\ise enable them to identify, or assist in idcntifying,
such individuals;

(c) host mechanisms, to the extent permitted by law, to support appropriate private sector
screening processes tl1at have a substantial bearing on homcland sccurity;

(d) host mechanisms, to the extent permit'ted by !nw, to support appropriate foreign government
screening processes that have a substantial bearing On homeland security;

(e) provide or make accessible npproprinte intormntion to toreign govenunents coopcrating with
the United SLat~s in !be war on teITorists of global reach; and

(1) ensure that these activities are carried out in a manner consistent with the Constitution and
applicablc laws. (U)
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Terrorist Screening Center

{3) To implement the Presidcnt's directive, the Attorney Gencral, acting through t11e Director of
the FBI1 and in coordination witll tile SCCl'etary of State, the Secretary of Homeland Security, and
the Director of Central Intelligence, wi I.l esta.blish the T eITorist Screening Center to consolidate
the Govermnent's approach to terrorism screcning and provide for tl1e appropriate md lawful use
of Terrorist Information, in screenlllg processe$. (U)

(4) The Terrorist Screening Center will:

(a) maimain a consolidaL~lllerrorist screening datP,base that is a c.ontinuously updated, sensitive
but unclassified subset of the TerroriSt lnfonnation possessed by the TTIC, w1d tl1C P\.IrI;ly
Domestic: Terrorlanl h1.formation (i.c.. infonnation about u.s. persons that htt~ been detennined
to be purely dome~tic tt:rrorism infoImation with no link to foreign intelligence,
cotmterintelligence, or international terroriSm) posscsscd by the FBI;

(I)) determine. for each ~lry in the consolidated terrorist screening database, which supported
screening processes shall query that entry, as described in paragraphs (15) througll (24);

(c;:) ensure. cunsi:stent with applic-able law, that appropriate infoInlarion possessed by State, local,
tenitorial. and tribal governments, which is available to the Federal goven1l1lent, is considered in
detelminations madc by the Terrorist ScreenUlg Ccntcr;

(d) host. mechanisms to support appropriatc screening processes; nnd

(e) pruville continual operational support tn assist in the identification of persons screened and,
VIilen an individual knOW"Il or appropriately suspected to be involved in activitics constituting. in
preparation for~ in aid 04 or related to teITorism, has been identified through a screening pmce.~s,
facilitate, to the extent perIIlitted by Jaw, appropriate and lawful actions to be ta!cen by
appropriate departments and agencies. (U)

(5) Th~ Terrorist Screening Center will be headed by a senior U.S. Government official (the
Director of the Terrorist Screening Centcr), who mIl report to the Attorney General through lhe
Dh'cctor ofthc FBL The Director of the TelTorist Screening Cel'lter will b~ appointed by the
Attorney General. in consultation with the Secretary of Homeland Security, the Secretary of
State, the Director of the FBI, and the Director of Central Intelligence. The Principal Dcputy
Dircctor of the Terrorist Screening Center will be a senior official from the D~i:iI"tment of
Homeland Security. (U)

(6) TIle Ten.orist Scrcccing Center will be slClfred with assignees alld otl1er officials from Lh~
Department of State. the Department of .Tu.c;tice, t.he Depa:ctment of Homeland SectU"ity, and other
Federal departments and agencies that the Tcrrorist Screening Center supports. The Dircctor of
Ccntralultelligence, acting in hi~ capacity as statutol"y hcad of the Intelligence Cornmwlity, may
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also dctennine that assignees of othcr appropriate agcncies, within the Intelligence Community,
will be made available to perform appropriate duties at the Terrorist Screening Center. (U)

(7) Personnel assigned to the Terrorist Screening C~nter will have appropriat~ access to the T11C
database cmd any relevant u1teJ1igence infoImation nece~~ary to perf'onn the Terrorist Scrccning
C~nter's functions. To the extent requil"e.d by law, the Parties to this Memorandw"Il may.jointly
determine the circ\.unstnnces under ~'hich personnel from tIle Intelligence Community. a5signcd
to thc Tcrrori~1 SI..'ret:ning Centcr U1 accordance with paragraph (6), may participate in the
fLmctions of the Terrnrist Screening Center relating to U.S. persons. (U)

(8) Thc Director ufthe Terrorist Screefling Ccnl~r will establi!\h necessary procedures and
~afeguards to ensure the Terrorist Screening Center's fwlctions arc carried out in a manner
consistent mth the Constitution and applicable laws, including, but not linuted to, prQCedl1reS to:

(Cl) Clddress the repeated misidentification of persons in any U.S. Govcrnment screening process;

(b) regularly review information. and to promptly '(ttljust or delete erroneous or outdated
inforrIlation; and

(c) protect personal pl;vacy. (U)

(9) Consistent with the President's directive, the Sccrctary of State, in consultation with the
Sccrctary ofI-Iomelahd Security, tl1e Attorney Ocn~ral. and the Director ofCenttal Intelligence,
and working with the Thrector of the Terrorist Screening Center, not latcr than 180 days from
today, will recommend to thc President through the Assistant to the President tor Homelimd
Sccurityand the Assistant to the Presidel'!t for NCllional SeC1.mty Affair~, a proposal for
cooperating with certain foreign governments t'beginning with iliose countries for which tl1e
United States has waivcd visa requirements) to establish appropriate access to terrorist ~r.,7t:ening
infoITnaLion of the participating goverrunenlS. in Cl mmmer cons;~tent with each govel-nment's
laws, and to provide operational support to the participating govcmments. (U)

Terrori.C\t Threat Integration Center (TllC) Identities Daabase

(10) The mc database will include, to the extent p~itted by law ~ an infOmlation the U. s.
government possesses related to the identities of individuals known or appropriately suspected to
be or have been involvcd in activities constiroting" in preparation fOf, in aid of, or related to
terrori~"IIl, with the exception of Pur~ly Docuestic T r:rrorism Infonnation. (U)

(11) As directed by thc President, and to the extent pennittcd by lawJ Federal department5 ahd
agencies will provide to the T11C on an ongoing basis all relevant Terrori~ Tnfo'lTnation in the.ir
possession, cu.~ndy, nr control, with the exception of Purely Dom~stic 1"euorism Infom1ation,
which will instead be providcd directly to the FBL Departn1ents and agencie:>" Vv'ill continue to
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provide new or updated infonnation. and adjust or retract iluofmation as needcd, in as neCll- to
real-time as possible. To this end, the Parties to this Mcmorandum will automate, to tl1e
maximum extent possible while providing for nec~~sary revicw) their processes and mechanisms
fur sccurely ~haring this infonnation, incll.tding, but not limited to, the following:

(3) 1'he Secretary ofStatc, the Attorney General, tile Secretary of Homeland Security, and the
Dircctor of C~ntra1 hltelligence, ih coordination with other relevant departlnent and agency
h~ds, not later than 180 days from today, will jointly recommend to the Presidcnt through tI1C
Assistant to the Prcsident for IIomeland Secmity, in consultation with tll~ A~sistant to the
Presidcnt for National Sectnity Affairs, improvement~: if any; to the existing cable-based system
I)f ~haring teuorism-related itrlom1ation with other departments and agencies.

(b) The Attomcy General will ensmc tl1at the FBI' ~ infonnation technology modernization
programs incorporate automated means of sharing appropriate intonnation with the TTIC and
otl1er departments and agencics, while providing for nccessary review. in neal' real-lime. (U)

(12) The TTIC identities database, and the FBI's database containing Purely Domestic Tcrrorism
InfoImation, ,,¥ill incorporate, to the extent pennittcd by law, available biometric llCtlaco including
data on pcrsons who even if othcrwise u!udenlified are known or appropriately suspected to be or
have been involved in .:tctivities c.onstituting, in preparation tor, in aid of, or related to tl:rrorism.
The databases will have the capability ofperiodica11y incorporating advancerrlcnt~ in biometric

teclmology. (U)

Relationship of the TTIC and FBI Dat"b;wses to the Terrorist Screening Center Terrorist
Screening Database

(13) The TTIC identities databa~e will serve, with the exceptinn described in paragraph (10), as
the single ~OUTce for the terroriSt Screening Center teITorist screening database, Thc Director of
the FBI will ser-.."e as the source fal' tl1e Tcrrorist Screening Celtter terrorist ~creening dataha.~e
with regard to Pmcly Domestic Terrorib"In Infonnation. The TerroriSt Screening Center terrorist
screening dataha~e will be a continuously updated, sensitive but unc1assified subset of the
Terrorist lnfonnation posscssed by the TTIC, aI1d the Purcly Domestic TelTOri~m fluorIDation
possesscd by the FBI. (0)

Terrorist Screening Center Terrnnst Screening Database

(14) The Director ofthc mc, the Director oftlle Tcrrorist Screening Ce11tC1., and the h~ads of
F~deral departments and agencies. or their designees, may nominate persons for inclusion in the
terrorist ~CTeening database, wiili notification, as appropriate, to the Director of the roc and/or
the Uirector of the FBI. (U) ~'
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(15) The Terrorist Screening Centcr wiI1 detem1ine, according to ~"riteria estahl ished jointly with
the entity responsible for each supported screening process, which supported screening processes
will query that entry in th~ consolidated terrorist screening databaSe. 1'he Tcrrorist Screening
Center will make tl1ese detemrinations based on criteria and procedures d~velopcd in
coordination with the Palties to thi$ M~morandW11 and in consl.utation with the heads of
appropriatc Federal departments and agencie.~, based on factors including) but not limited to, tl1e
fo1Jowing:

(i1) the narurc of the person's a~sociation with terrorism;

(b) the quality of the data, including cl-edibility, reliability, a11d extent of con-oboration;

(c) the extent of unique.ly identifying data;

(d) the autl1ority or authorities unut;r which the data was obtained, and any restrictions on how it
may be shared or tlSed;

(e) the autl10rity or authoriti~s uribe screening entity;

(1) thc circumstmces, including changc~ in the Homeland Security Alt:rt Level, under which
~creening will occur; and

(g) the action the screening entity Vtill tnkc if a person is identified as a person in the terrorist
screening database. ((J)

(16) The Director of the Terrorist Scrcenirlg Ct:nler, in coordination with the Parties to this
MemOralld\ll11 and in consultation with the heads of appropriate Federal departments and
agen:cies, will eStablish procedures to review the continued inclusion of a pcrson in the ten"orist
screening data.base, and to review the inclusion of that persofl ill particular screening processes as
described il1 paragraph (15) above, whenever new infomlation about that person is developed.
(1T)

(17) Except upon written direction from tl1e Pre.~ident, determinations to include u.s. pcrsons in
the terrorist screening database based solely on infomlation concen1ing thc dome~lic activities of
such persons will be made as appropriate by the Secretary of State. the Altoqley GeneraL and the
Secrew.y of Homeland Se;cllrity, or tl1eir designees. (U)

(18) The Attorney General, acting through tile Director of the T errurisl Screening Center. will
revic:w each norxlinatiun and detenninc whether to include that person in those records that can
be queried by law enforcement authorities through-the NCIC databasc~ for ciliens, the Attorney
General Vii!l do so in consultation with the Secretary of Hamel and S~c\.lIity. acting through the
Secretary ofHolneland ~ecurily'~ representative a.~~i~ed to the TeITorist Screening Ccntcr. (U)
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(J.9) The Secretary ofI-Iomeland SecurityJ acting through his representative ~signcd to the
Tcrrorist Screening Center, will review each nomination and detemIi.n~ whether to include that
person in those rccord5 that can bc q~leried by, or made accessible by appropriate moans, to other
State, local, texritorial, and tribal officials for homeland security purposes" including, but not
limited to, screening persons when they apply for driver's licC115es or other foInls of
idcntificH.tion. (U)

(20) 11le Sccrctary ofI-Iomeland Security~ acting through his representatiy~ assigned to the
T crroriSl Screeni11g Center, wi!] review t'ach nomination and determine whether to includc that
person in those records that will be subject to queries submittcd by appropriate private sector
critical infrastructurc operators or organizers of large events. The Sccretary of Homeland
SccuritY1 in consultation Wit11 tile l")thet Parli~~ lo this Memorandum1 and working with the
Director of the Terrorist Screening Center, will establish necessary guidelines and critcria to:

(a) govern the mechanisms by which private ~~tor entities can slIbmit such queries; and

(b) initiate appropriate law enforce111ent or other govemn1ental action, if atly, when a person
submitted for query by a private sector entity is identified as a person in tile terrorist screening
database~ ({J)

(21) The Secretary of State in consultation wilh the Attorney General, the ~ecretary of Homeland.
Sec1.mty, and the Director of Central Intelligence. acting through thcir representatives assigned to
the Terrorist Scrccning Center. MIl review each nomination and deternrine whether lu include
that person in those records tl'1at call be q urned by, or made accessible by appropriate means to,
foreign governments cooperating with the United States in the war on terrorists of global r~ch.
(U)

[Paragraphs (22) -(24) are classified and therefore redactcdl

(25) The tClTorist scrcC11ing databa.se will be accessib1e to screening processes on a real-time
basis. Screeujng processes will only be able to access those records that have been idcntified and
approved tor such screening, as described in paragrdpm (15) through (24) abov~. The Director
of the TelTorist Scrccning Cel1ter will slnctly limit, to the ma.x1mum extent possible, the need to
provide US. (!Jovernment terrorist screening data in list foml to supported entities. (U)

Additional Implementation Provisions

(26) Pel. t11e Presidelrt's di tection, anll consistent with guidelines developed by the Attorney
('Teneral in coordination mtll tl1e other Parties to this Memorandum, the heads of Federal
departments and agencies will conduct screening using tht: Terroris,t Scrccning Cent~ database
at all appropriate OppO11W1itie~, and shall r~porllo the, Attorney C'reneral not later thall 90 days
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fron1 today the s(;r~ening opportunities at which such screening shall and shall not be conducted.

(U)

(27) The Attorney General and the Secretary of Homeland Security will conduct a review of the
organization, strucnIre alld progress of the Tcrrorist Screening Center ~t an appropriate lime, and
report to the President through the Assistant to the Prcsidcnt for Humeland Security. The report
will include a recommendation on whether any modifications [0 the Terrorist Screening Center
should be rna£ie. (U)

(28) To th~ extent pemlitted by law, the Director of1:he 'l-nC will promptly nssume
r~sponsibility fOT the ftmctions and personnel ofthc Department of Statc's TIPO17F
counterterrorist program. less tllose COD.lpOnent~ devotcd to providing operational suppon to
TIPOFF u~ers and will ensure that all terrorist identity information contained within the TIPOFF
llatabase is fully integrated into the TTIC databnsc. The functionality of the TIPOFF pl'Ogram,
whereby consular officials receive near foal-time feedback to hits to mOFF entries, will be
maintained or improved upon. A ~~parate Annex to this Memorandum will be promptly agree,d
to regarding the modalities of TIPOFF relocation to the TTIC. and the spet;ific responsibilities of
each Party. (U)

(29) Beginning with the standup of the Terrorist Screening Center, Fedcl-al department~ and
agencies will discontinue or transfer to the Terrorist Screening Cenler.. to the extent pem1itted by
law and with appropriate consultalion with the Congress, those operations that arc duplicative of
the Terrorist Screening (~enter' s mission to providc continuous operational support to u~~rs of
the terrorist screening database, including but not limited to:

(a) tho~e components of the Department ofStatc's TIPOFF co\mtertcrrorist progran1 devotcu lu
providing opcrational support to mOFF users (with the exceptiun of a small e1ement that will
remain at the Department of Stale to facilitate intelligence support to the Bureau of ConsulM

Affairs);

(b) the FBr~ Watchlist Unit; and

(c) the 'lransportation Security Agency's No-Fly and Sclcctee list program. (U)

(30) Consistent with HSPD-6 and other presidential directives, this Memoranc.1um docs not alter
existing authorities or responsibilities of the heads of Federal departments and agencies to carry
out operational activities or provilte or receive information. (U)

(31) To thc cxtent that existing notices aI'C not sufficient, tilt PaJ'ties t(.) lhis Memorandumt which
will provide infomlation to the mc. the FBI, and/or the Terrorist Screening Center undcr
HSPD-n and this Memorandum, will publish in the Fcderal Register, prior to die Slcmdup of the
Terrorist Scrccning Center, "routine use,t notices under the Plivacy Act slJfficient to indicate that
such infom1ation will be provided. (U)
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(32) This M~orandm' of Understanding is effective from the date of signature by all Parties.
Any Party may submit. through the Assistant to the Presidcnt for HoDleland Security J written
requests for revisions, amendn1ents~ mOdifications" annexes and supplementary understanding to
this Memorandum at any time. Stich changes shall become effective upon the date of approval
by all Parti(:~. The Parties ~hall review this Memorandum not ~ter than one ycaJ' from its
effective date. (U)

-:. Coljn L. Powell September 16. 2003

Secretary of State

John Ashcroft September 161 2003
Attorney Creneral

Septembcr 16. 2003Thomas J. Ridge
Secretary of Homeland Security
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