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ABSTRACT

Nonlinearity is one of many important properties required in block substitution tables. In many cases it is the most critical property because of the resistance to cryptanalysis which it provides. Nonlinearity is a property that can be measured and has a well-defined maximum. Typically such maximal nonlinear tables or mappings are found by exhaustive searching and evaluation. This presents two problems: both processes are time consuming and other desirable properties may be sacrificed. This paper describes a deterministic method of generating such tables rapidly, with guaranteed maximal nonlinearity, and without loss of other desired qualities.
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